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Lessons for Laptops

from the 18th Century

s governments attempt to prevent, investigate, or
prosecute crimes by persons who use the Inter-
net to plan and carry out terrorist acts, the pro-

tection of private, personal information stored

on computers becomes the subject of controversy. It is inevitable
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that the home computer will be-
come a target for surveillance,
search, and seizure by government
agents. As a result, courts will be
asked to determine whether such
agents have complied with applica-
ble laws that condition such intru-
sions on meeting standards set by
constitutions or laws that did not an-
ticipate the home computer as a
focal point for such controversies.
Courts are more accustomed to ad-
dressing similar controversies in the
context of a house and its material
contents, rather than a computer
and its digital files. Itis likely that the
judicial system will use analogies to
the house when deciding controver-
sies concerning the reasonable ex-
pectations of privacy in a home
computer’s contents. In apparent an-
ticipation, the US Justice Depart-
ment’s policy on the search and
seizure of computers in investiga-
tions uses such an analogy to justify
its position that when several people
share a computer, any one of them
can grant the police permission to
search and seize its contents. !
However, the Justice Depart-
ment’s policy may need to be refined
in light of the US Supreme Court’s
recent decision in Georgia v. Ran-
dolph. In Randolph, the Court held
thata co-occupant’s refusal to permit
entry renders a warrantless search
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unreasonable and invalid as to that
person.” The Court’s justifications
included its reiteratation of the
“centuries-old principle of respect
for the privacy of the home™ and its
view that “the home is entitled to
special protection as the center of the
private lives of our people.”* Such
disputes over the incursions on the
right to privacy in the home will, in
all likelihood, occur also over incur-
sions on the right to privacy in the
home computer—particularly lap-
tops that can be carried and used in
and out of the home and can trans-
mit data from their hard drives to
offsite or online storage sites that
might or might not be entitled to the
same privacy protections as data that
resides on a home computer. In this
article, we explore the privacy inter-
ests at stake in personal data stored
ona family’s home laptop computer.

Your home computer

Like many busy people in today’s
world, you probably bring work
home for the evenings and week-
ends. Imagine that you are a mu-
seum exhibitions manager with a
home computer that holds digital
photos of art, correspondence with
private donors and lending institu-
tions, project budgets, and related
fund raising data. This work resides
“cheek by jowl” with your teenage
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daughter’s personal emails, instant
messages, and materials uploaded to
her MySpace.com page.

As computing devices become
lighter, wireless, convenient, and
portable, you want to reclaim desk
space by purchasing a laptop. The
desktop’s files are transferred to the
laptop and you dispose of the desk-
top. The laptop will accompany you
on vacations and on weekend trips
becoming an integral part of your
home—it contains many expres-
sions of private intimacies (diaries,
correspondence, on-line searches)
andis held in the belief that they will,
in our lifetime, remain “private.”
Each evening, the laptop’s contents
are automatically backed up to an
online storage Web site, access to
which is securely limited by a two-
factor authentication known only to
you and your husband.

Trends

This snapshot of home computer
use reflects the confluence of several
trends—trends so obvious that you
would take them for granted in any
other context. They include the fol-
lowing:

¢ the adoption of lightweight laptop

computers as the primary home

computer;

the adoption of ultra high-density

portable backup media and the re-

sulting ability to transport large

volumes of data;

o the decreasing effectiveness of
perimeter protections for safe-

guarding valuable data;

the proliferation of hard drive
search engines and the resulting
increase in the ease, speed, and ac-
curacy of efforts to find and seize
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and best practices. We have little doubt it will be a major task to
meet these objectives but do hope the articles will be of interest

concerns that affect not only business practices but also govern-

data contained anywhere in a hard
drive;

the tendency of law enforcement
agencies to include in investigations
a seizure of computers and images,
including file contents, Web surf-
ing histories, and metadata;

the adoption of technologies
promising accelerated access to un-
labelled data, removing an incen-
tive to keep data well organized on
digital media, and which mightin-
advertently generate forgotten or
“orphaned” personal data;

the increasing probability that the
usual sequence in physical investiga-

tions that proceed from search to
seizure will be reversed in forensic
investigations of digital media— the
sequence easily becoming seizure,
search, and more seizure;® and

¢ the reemergence of the home as a
locus of business dealings and as a
repository of business correspon-
dence and business documents.

The recent coinage of the term
“home office” obscures the fact that
at the time the US Constitution and
Bill of Rights were written in the
late 18th century many people kept
business documents in their homes.
They conducted business at home,
because few commuted each day to
an office outside their home.

In essence, the office—home di-
chotomy did not exist. In the suc-
cinct list of privacy protections in the
US Constitution’s Fourth Amend-
ment, which opens with “The right
of the people to be secure in their
persons, houses, papers, and effects,
against unreasonable searches and
seizures, shall not be violated...”, no

mention of “offices” or any other al-
ternatives to “houses” as repositories
of “papers, and effects” appears.
Businesses and shops were often a
family activity. Similarly, today’s
home office provides a workspace
for business activities as well as highly
personal activities such as writing,
music composition, editing family
photos or videos. Most copies will
be in the home computer—increas-
ingly a laptop with portable backup
media (keychain drives, CDs,
backup hard discs) and online stor-
age (to which such copies are up-
loaded from the home).

Seizures and the
scope of the search

Returning to our scenario, imagine
that you are working from home
one evening and are interrupted by
loud knocks on your front door.
Gazing through the peephole, you
see the police, demanding entry into
your home. They hand you a war-
rant asserting the right to search your
home for evidence of a crime and
describing the search area as your
home living room and bedrooms.
One officer notices your laptop and
without asking permission, moves
the mouse and a full screen image
appears of Les Beaux Jours (The
Golden Days) by the 20th century
French artist Balthus depicting an
adolescent girl reclining on a chaise
longue, blouse unbuttoned, admir-
ing herself in a mirror before a blaz-
ing fire tended by a shirtless adult
male. Seeing this suggestive image
(and unfamiliar with Balthus), the
officer suspects child pornography.
Without asking permission, the offi-
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and use to the reader.

cer starts to look through the files.
Ignoring your objections, he
searches for files with image file ex-
tensions such as .jpeg or .gif. Your
years of museum work bring up
more files similar to the Balthus
image. Believing his suspicions now
confirmed, the officer shuts down
the laptop and adds it to items seized
for examination.

Weeks later, law enforcement offi-
cials file a criminal indictment against
you for allegedly downloading child
pornography. The laptops seizure and
the hard drive’s subsequent bitstream
image or mirror image become the
battleground: if the seizure is a viola-
tion of your rights under the Fourth
Amendment, all evidence seized from
the computer might be barred from
the upcoming trial.

Your “home”

Courts tend to be remarkably good at
using analogies, metaphors, and rede-
finitions to bridge semantic gaps (be-
tween abstract terms of constitutional
rights and concrete terms used to de-
scribe objects and actions, for exam-
ple) to ensure that the purpose of a
constitutional protection is not ob-
scured by the advent of technologies
that could not have been anticipated
by the founding fathers in the US.
Judicial interpretations of the
Fourth Amendment have long con-
strued and re-defined “houses” to
mean homes. These interpretations
accord the greatest protection to
home privacy, drawing “a firm line
at the entrance to the house”® based
on the view that “physical entry of
the home is the chief evil against
which the wording of the Fourth

65



Privacy Interests

Amendment s directed.”” If govern-
ment agents seek to enter a home,
their invasive act requires a warrant
or an exception to the warrant re-

held that a warrantless use of aerial
photography for surveillance of a
suspect’s marijuana growing in his
garden did not violate the Fourth

With governments increasingly willing to use

invasive technologies [...], the home laptop may

need far greater and more sophisticated

constitutional protection...

66

quirement. According to the Justice
Department, “the most basic Fourth
Amendment question in computer
cases asks whether an individual en-
joys a reasonable expectation of pri-
vacy in electronic information
stored within computers (or other
electronic storage devices) under the
individual’s control”®

That would seem to ensure that
our hypothetical family’s home lap-
top would require a warrant before
government agents could seize and
search it. But unlike a search of a
home for particular items, when a
search of the hard drive’s entire con-
tents is authorized, the government
has within its forensic grasp the en-
tire contents of the computer, not
just the images its warrant autho-
rized it to seize. As recently noted,

“Permitting the government
to make and retain copies of
our private electronic files
seems inconsistent with our
traditions. The idea that the
government could freely gen-
erate copies of our hard drives
and indefinitely retain them in
government storage seems too
Orwellian—and  downright
creepy—to be embraced as a
Fourth Amendment rule.”’

Unfortunately, consistency and
predictability do not always exist
when the courts review the deploy-
ment and use of new communica-
tions or surveillance technologies.
For example, the Supreme Court

Amendment, '’ but a warrantless use
of a thermal imaging device for sur-
veillance of a suspect’s use of high in-
tensity lamps to grow marijuana
inside his home did violate the
Fourth Amendment.'!

Reasonable
expectations

In most cases—particularly when ad-
dressing the potential invasion of pri-
vacy by the government’s use of new
surveillance technology or when a
suspect relinquishes privacy by using
new communications technology—
courts now ask two questions:

* Did the individual’s conduct re-
flect a “subjective expectation of
privacy”’?

* Ifso, is that expectation “one that
society is prepared to recognize as
‘reasonable”’?!?

Such questions tend to leave the
public with little guidance because
no forum exists in which society ex-
presses its view of whether an indi-
vidual’s expectation of privacy is
reasonable. The courts appear more
receptive to privacy claims that can
characterize an activity as “within
the home.” Because the home is an
enclosure, courts have analogized
computers to enclosures and
deemed the data within them as en-
titled to a reasonable expectation of
privacy under the Fourth Amend-
ment." As the court in United States
v Blas noted, “[A]n individual has
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the same expectation of privacy in a
pager, computer, or other electronic
data storage and retrieval device as in
a closed container”™

In our earlier scenario, the gov-
ernment agents might argue that al-
though their seizure of the computer
exceeded the warrant’s scope, the
plain view they had of images they
perceived to be pornographic justi-
fied seizure and subsequent search of
the entire hard drive. They might
also contend that you had waived all
reasonable expectations of privacy by
turning the computer’s contents over
to an online storage service, building
on the Supreme Court’s ruling that
“a person has no legitimate expecta-
tion of privacy in information he
voluntarily turns over to third par-
ties”> However, allowing such
seizures in anything but the most ex-
igent emergencies—such as immi-
nent terrorist acts—would deeply
erode the expectation of privacy that
people need to have if they are to use
computers in the typical ways illus-
trated by our hypothetical family.

Computer users, however, should
recognize that the more their com-
puter activities result in publication
and disclosure to persons outside of
their immediate families, the more
they will undermine claims to a rea-
sonable expectation of privacy for
what they have published or disclosed.
As the Supreme Court has observed,
“Whata person knowingly exposes to
the public, even in his own home or
office, is not a subject of Fourth
Amendment protection. But what he
seeks to preserve as private, even in an
area accessible to the public, may be
constitutionally protected.”'®

Yet, computer users tend to be
unaware of the extent to which their
online activities constitute publica-
tion, a waiver of any reasonable ex-
pectation of privacy, and creation of a
globally accessible record of actions in
words, photographs, audio, and video
that endure as long as the media re-
mains readable. Unfortunately, as an
appellate judge’s recent dissenting
opinion suggests, courts adjudicating



Fourth Amendment cases need to be
keenly aware of the risks to privacy
created by publication on the Inter-
net, endurance of the publication,
and its nearly universal access by law
enforcement agencies:

“In this age of increasing gov-
ernment surveillance, lawful
and unlawful, and of the re-
tention of all our deeds and
thoughts on computers long
after we may believe they have
been removed, it is important
that courts not grow lax in
their duty to protect our right
to privacy and that they re-
main vigilant against efforts to
weaken our Fourth Amend-

ment protections.”!’

If courts are to fully appreciate the
risks that new communications and
surveillance technologies pose to the
home privacy protected by the Fourth
Amendment, it is important for
judges to recognize that the home lap-
top will increasingly become not
merely part of the home, but among
its most intimately private places,
notwithstanding that it is also the
transmission point for highly indis-
creet publication of words and images.

A further question is whether
Fourth Amendment protection
should hinge on the use of laptops
fortified with access controls. We
would suggest that improved security
is not enhanced privacy. The touch-
stone for courts should be, as noted
by a Ninth Circuit Court judge, that
“for most people, their computers
are their most private spaces.’'®

A related issue is the use of en-
cryption on laptops and government
efforts to compel users to disclose
their keys. That topic raises a series
of questions, many of which relate to
the Fifth Amendment and an indi-
vidual’s rights against self-incrimina-
tion, which we will address in a
future column.

New considerations
In grappling with new technology,

we anticipate that courts will distin-
guish between the expectations of
privacy for a “home” laptop owned
by individuals and one issued by an
employer. Similarly, we anticipate
the government will claim that once
a laptop leaves the home it ceases to
have the highest expectation of pri-
vacy. But few could make any rea-
sonable use of a home computer if
they could not trust that society and
its courts would recognize the con-
tents as entitled to a reasonable ex-
pectation of privacy.

In that sense, the reemergence of
the home as a repository for business
records is not so different from the
18th century home at the time the
Fourth Amendment was written.
We can only wonder, however,
whether courts will accord the same
privacy protection to data backed up
from home laptops to online storage
sites. Will those offsite repositories
be recognized as entitled to a reason-
able expectation of privacy or be
viewed as deliberate exposures to the
public that deprive such data of pri-
vacy protections?

I n light of anticipated trends, we
would suggest that the courts may
recognize that the less privacy protec-
tion afforded to one’s home laptop
computer, the less freely one can ex-
plore thoughts, express feelings and
confide in family and friends. With
governments increasingly willing to
use invasive technologies that seize
and search without discrimination,
the home laptop may need far greater
and more sophisticated constitutional
protection than courts might previ-
ously have envisaged. As a Canadian
judge recently noted, “retention of
information about oneself is ex-
tremely important. We may, for one
reason or another, wish or be com-
pelled to reveal such information, but
situations abound where the reason-
able expectation of the individual that
the information shall remain confi-
dential to the persons to whom, and
restricted to the purposes for which it

www.computer.org/security/ | |EEE SECURITY & PRIVACY

is divulged, must be protected...”!”

Privacy interests are easily viewed as
expendable when challenged by a
government’s efforts to protect the se-
curity of its citizens, but that is pre-
cisely the time when the courts need
to ensure that privacy interests do not
receive short shrift because pursuit of
security is seldom improved by a dis-
regard of privacy interests.
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